Tools

In the Bitwarden Tools section, features such as how your password gets generated, importing
data, exporting your vault, and pulling reports are available for customizing your instance.

Password Manager

Password Generator does exactly as it says, it generates a password. It provides the ability to set
length, minimum numbers and minimum special. It also provides the ability to generate
passphrases with the options to set the number of words, setting a word separator, capitalizing the
words, and the ability to add a number.

If you look closely, the clock on the bottom right of the page provides a password history of the
most recently generated passwords from the password generator.

U My Vault Send Tools Settings e'

TOOLS Password Generator

Password Generator

Import Data CD2Q5t3AXaTTup
Export Vault
@® Password O Passphrase
REPORTS Length Minimum Numbers Minimum Special
14 S 1 > 1 ®
Exposed Passwords Report
AA-Z
Reused Passwords Report 9
a-z
Weak Passwords Report 0-9
[ |@#$%"8*
Unsecured Websites Report % Avoid Ambiguous Characters

Inactive 2FA Report LEECWECICEENSII G Copy Password (O)

Data Breach Report

© 2021, Bitwarden Inc. (Powered by Version 2.19.0
Vaultwarden)

Adding an item from the plugin also provides the ability to generate a new password when signing
up using the refresh button on the password field (right most button/link in the password field):
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Cancel Add Item

ITEM INFORMATION

Type
Login

Name

Username

Password

Authenticator Key (TOTP)

Import Data

An undervalued tool, only likely to be used one time, the Import Data functionality allows you to

import from a host of providers including: Bitwarden (Json, csv), Last Pass, Chrome, Firefox,
KeePass 2, 1Password, Dashlane and many others.
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Import Data

1. Select the format of the import file

¥ -- Select --
Bitwarden (json)
Bitwarden (csv)
LastPass (csv)
Chrome (csv)
Firefox (csv)
KeePass 2 (xml)
1Password (1pif)
Dashlane (json)

1Password 6 and 7 Mac (csv)
1Password 6 and 7 Windows (csv)
Ascendo DataVault (csv)

Avast Passwords (csv)

Avast Passwords (json)

Avira (csv)

BlackBerry Password Keeper (csv)
Blur (csv)

Buttercup (csv)

Clipperz (html)

Export Vault

What goes in may need to come out. Exporting a Bitwarden vault is as easy as setting the File
Format, inputting your Master Password, and Exporting your Vault. This can be helpful for migrating
to a new instance of bitwarden. Note at Compositional Enterprises we take care of your data and
upgrades. These can be held for offsite backups if needed or migrating to a different provider.
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Export Vault
Enter your master password to export your vault data.
File Format

Jjson v

Master Password

Export Vault
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